Abstract
Introduction
The growth of Information and Communication Technology has significant effects on all people around the world. These days, the Internet itself is drastically varying the provisions of services and goods, simply because of its features: immediacy, openness, ubiquity, and global reach. With this growth, people are able to connect with each other, especially through the Internet. The approach of e-Learning has become a powerful way to deliver knowledge considering the increase in on-line users. E-learning systems are considered an essential application in educational institutions today. The use of these systems is not limited to universities but extends to include schools, government departments and private enterprises [3] .
The security is very crucial in developing an e-learning system. Emerging standards for distance learning and education influence in a major way the development of e-learning systems. E-Learning system must be secured against manipulation from the side of the students and also it protects user's privacy. This paper examines privacy and security issues associated with e-learning. It presents the basic principles behind privacy practices and legislation. It investigates the more popular e-learning standards to determine their provisions and limitations for privacy and security. Privacy requirements for e-learning systems are explored with respect to the "Privacy Principles". The capabilities of a number of existing privacy enhancing technologies, including methods for network privacy, policy-based privacy/security management, and trust systems, are reviewed and assessed. E-learning can be defined as technology-based learning in which learning material is delivered electronically to remote learners via a computer network. E-learning could be seen as a professional level of education but with the advantages of lower time and cost. Some other advantages of e-learning include larger learner population, shortage of qualified training staff and lower cost of campus maintenance, up-to-date information and accessibility. In a typical e-learning environment the lecturers, students and information are in different geographical locations and are connected via the Internet. The e-learning promotes the construction of life-long learning opinions and learning society. e-
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Learning is a broad concept and it consists with different types, namely Synchronous and Asynchronous e-Learning. Both methods have different characteristics and they use different methods to broadcast the learning materials. Asynchronous e-Learning occurs when students begin and complete their training courses at different times according to their own schedule. Synchronous e-Learning allows real-time interaction and raises a sense of community among learners. The security is very crucial in developing an elearning system. Emerging standards for distance learning and education influence in a major way the development of e-learning systems. E-Learning system must be secured against manipulation from the side of the students and also it protects user's privacy. This paper examines privacy and security issues associated with e-learning. It presents the basic principles behind privacy practices and legislation. Security is an important issue in the actual educational context where e-learning increases in popularity and more and more people are taking online courses. The e-learning platforms are today production systems that need to be secured. To achieve a good level of security, there are many important elements that must be taken into account: authentication, access control and data integrity.
Background
This section discuss about the brief background of e-learning. E-learning refers to the use of electronic media and information and communication technologies in education. Elearning is broadly inclusive of all forms of educational technology in learning and teaching. E-learning is inclusive of, and is broadly synonymous with multimedia learning, technology-enhanced learning, computer-based instruction, computer-based training, computer-assisted instruction or computer-aided instruction, internet-based training, webbased training, online education, virtual education, virtual learning environments which are also called learning platforms, m-learning, and digital educational collaboration. These alternative names emphasize a particular aspect, component or delivery method.
Standardization and compatibility are vital for both e-learning vendors and end users to be able to sell or purchase portable content and inter-changeable components on the market. They are also very important where different e-learning systems must interact with one another. Figure 1 shows the typical overview of e-learning system. The learner accesses the learning resources and does the activities as instructed. The Moderator acts as a teacher me evaluate and act as moderator of the learners. In the end, there is an evaluation process. Basically, this illustration contains the processes and the databases. 
E-learning Elements
Various technologies are used to facilitate e-learning. Most e-learning uses combinations of these techniques, including blogs, collaborative software, and virtual classrooms.
Security Consideration
The roles of security include the following: user authentication /authorization, protection of private information from unintended access, and protection of data integrity guarding against data corruption by attackers. We have examined the security requirements and investigated current e-learning standards for their privacy and security provisions. Authentication is very crucial in e-learning because user's information is needed to be secured. Security is an important issue in the actual educational context where e-learning increases in popularity and more and more people are taking online courses. The e-learning platforms are today production systems that need to be secured. To achieve a good level of security, there are many important elements that must be taken into account: authentication, access control and data integrity.
Database Security
Database security concerns the use of a broad range of information security controls to protect databases, potentially including the data, the database applications or stored functions, the database systems, the database servers and the associated network links against compromises of their confidentiality, integrity and availability.
E-Learning resources: Database should be secured from data loss, file corruption and authorized access. Learning resources should be secured from any cyber attacks, virus, malware and etc. It should only be accessible by the authentic user who are intitled to participate or access the learning resources.
Secured Access: This means the e-leanring system should have a strong authentication mechanism. It has a log-in system where only the true user are only allowed to use the system or only the person who are enrolled are permitted. With the requirements, the elearning system should have a strong authentication, an example of the effective authentication mechanism is by using the biometric authenticator or any authentication that can prove the identity of the user and that impersonation or fake user can be avoided. This is very important requirement in e-learning system.
Evaluation Results Integirty, Authenticity and Confidentiality: The evaulation must have integrity and that the Learners Record must be authentic because the Evaluation Records (Exam, Activities, Quizzes). Since Evaluation Results are important, it should be confidentiall only to the true learner and cannot be viewed by others.
User Information Security
Learners and Moderators Profile should be secured also. Secured access is required to verify the user. This is to prove the identity of the user against impersonation or pretention. In this way, only the true user can participate. The most effective method is by using the biometric authentication, for example, it could be in form of iris scanning or finger print. In the recent technology like for example in smartphones, there is an eye detection, which detects a person's eyes while looking on the device's screen. This authenticator must be running while learner has an ongoing session.
Proposed design of E-learning User Authentication System
Nowadays, the authentication method is not reliable; the challenge is to design a system where it can authenticate a true user while the class session is ongoing. One of the considerations in developing an e-learning system is the security. The challenge is to make sure that the learner and moderators are authentic. To prove that the participant is the true registered learner is quiet difficult because anybody can act on behalf of the true user. In this paper, the biometric authentication is proposed, particularly the face recognition and eye pattern recognition. With the advancement in technology, this is possible. Nowadays, smartphones have eye recognition where it detects blinking eyes. With this, we can go further with the thorough research to put software and hardware altogether. What good in this authentication mechanism is that while the learner or moderator has an ongoing class session, face or eye can be detected and continuously running and making a records. This technology can be implemented in other computer devices. Camera, video device, sensors and image scanning capability are the needed hardware and also the software to make it works. 
Conclusion and Future Works
This paper presents a review of E-learning privacy and security requirements. It investigates the more popular e-learning standards to determine their provisions and limitations for privacy and security. The authentication has been the major consideration in developing an e-learning system. This paper introduced the concept of better authentication mechanism. Our future works includes implementation of the design and the further study of hardware and software for e-learning system implementation.
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